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Cyber security checklist for your LMS

Review your security policies and procedures on a regular basis

Provide ongoing training to your end-users

Adopt a strong password policy / use password manager

Implement encryption, Single Sign On and Multi-factor Authentication

Have different levels of access for various users

Host your sites in a secure well optimised cloud architecture

Stick to regular software updates

Work with a third party provider to relieve IT management and
administrative burden, look for 24/7 monitoring and support

Have a plan of attack for when things go wrong / assess all possible
risks and have a plan for each instance

Run regular phishing exercises to keep your end-users vigilant to
cyber attacks

Encourage information sharing; communicate changes / attempted
attacks to your team to keep them aware

Use a respected software provider and/or Partner whose values and
procedures around security align with yours
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